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Time for a little thread on SolarWinds $SWI which has been hacked by Russia’s

FSB, APT P29, commonly known as Cozy Bear.

The hackers embedded code that allows access to databases of the many clients

SolarWinds sells to, including USG & 425 of the Fortune 500.

■

Sunday, Arapaho was kind enough to tag me in on the breaking development.

I’ll share her great thread, then dive into some breaking news, then wrap with a bit of info from investor analysts.

https://t.co/fmqwQQ6s4W

More on this. h/t @yotesrhungry cc: @clearing_fog @j2dumfounded @ThomasS4217

1/ "Treasury, Commerce, FireEye--were breached through an IT Management System called \U0001f449Solar

Winds\U0001f448" (more...)https://t.co/mepsAc0mqi

— Arapaho415 (@arapaho415) December 14, 2020

Long story short, this is a ■ DISASTER OF EPIC PROPORTIONS ■.

General McCaffrey is not a word mincer.

He’s directly calling out Trump here. ■ https://t.co/lrNmriwckH

Russian hack of US government agencies and commercial ventures is a major disaster for US national security. . Not

discovered for a month or longer. An intelligence collection mission not disruption... yet. TRUMP HAS MADE NO

RESPONSE. https://t.co/XuNCJHZ6Ex

— Barry R McCaffrey (@mccaffreyr3) December 16, 2020

Over at AP News, Frank Bajak is not mincing words, either. https://t.co/UIRVftZJda
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\u2018What\u2019s seems clear is that this campaign \u2014 which cybersecurity experts says exhibits the tactics

and techniques of Russia\u2019s SVR foreign intelligence agency \u2014 will rank among the most prolific in the

annals of cyberespionage.\u2019 https://t.co/KJGWwlhjrp

— \U0001f1fa\U0001f1f8 \u0282\u0199\u10e7\u10e7\u025b \u0291\u0131\u026c\u0131\u014b\u0267\u0105

\U0001f1f5\U0001f1f9 (@youmustchange) December 16, 2020

Went to check in on my fave datasec guy and it turns out Chris Vickery is on Zev’s show tonight. It’s an hour long so I’ll post

it now and screen it later if I can stay awake that long. ■ https://t.co/vjs4AG54QZ

Watch! Fascinating show about how exposed we are as a country and in our homes to cyber intrusion. Hack of the

Century. @ideagov Alan Silberberg and Chris @VickerySec @narativ_live https://t.co/bXzikWn5pv

— Zev Shalev (@ZevShalev) December 16, 2020

Brian Krebs is reporting 18,000 customers may have been impacted by the malware! https://t.co/aPiItn7gXo

The SolarWinds breach may have pushed malware to ~18,000 customers, the company said Monday. Meanwhile,

Microsoft should have some idea which/how many SolarWinds customers were hit, as it recently took over a key

domain used to control infected systems. https://t.co/etOSw8mCDQ

— briankrebs (@briankrebs) December 15, 2020

This from the Wall Street Journal, “The Cybersecurity and Infrastructure Security Agency issued an emergency alert Sunday

night urging federal agencies to disconnect from the affected SolarWinds product.”

https://t.co/bmJw1Xn4qe

https://t.co/KJGWwlhjrp
https://twitter.com/youmustchange/status/1339100061825961985?ref_src=twsrc%5Etfw
https://t.co/vjs4AG54QZ
https://twitter.com/IdeaGov?ref_src=twsrc%5Etfw
https://twitter.com/VickerySec?ref_src=twsrc%5Etfw
https://twitter.com/narativ_live?ref_src=twsrc%5Etfw
https://t.co/bXzikWn5pv
https://twitter.com/ZevShalev/status/1339021042803683330?ref_src=twsrc%5Etfw
https://t.co/aPiItn7gXo
https://t.co/etOSw8mCDQ
https://twitter.com/briankrebs/status/1338902959007129600?ref_src=twsrc%5Etfw
https://t.co/bmJw1Xn4qe


As I like to say about the Kremlin, it’s not official until the official denial. 

 

“Russia’s foreign-intelligence service is thought to be behind the attack but the Russian Embassy in Washington has denied



those claims.” 

 

Full #LavrovLaffOff. ■■

OK time for a nice compilation of $SWI analysis from the (free) app Seeking Alpha.

Trading Places Research call the SolarWinds breach potentially the ■ most consequential hack of all time ■



This is simply a partial list of the over 18,000 customers who could find the cozy Russian bear has come through their back

door and emptied out the larder of all its goodies. Nom, nom. Cozy Bear is hangry.



And Cozy Bear has found the pantry well stocked with all sorts of delectable data. Pretty much the proverbial keys to the

kingdom. We’re so fucked.



What’s that saying? 

 

DON’T PUT ALL YOUR EGGS IN ONE BASKET 

 

■■■■■■■■■■■■■■■■■■■■ 



https://t.co/Ojiviq2R08 

Cute accent and some nice blues guitar are bonuses on this explainer.

Let’s look at why, why is Cozy Bear so hangry?

Well, back in 2014 Putin annexed Crimea from Ukraine.

EU & USA slapped on sanctions.

Sanctions hurt Russia bigly.

Rather than free Crimea, Putin installed his orange puppet…& here we are.

https://t.co/Ojiviq2R08


Where we are is pretty grim. FSB can set its users to highest level of permissions. This is going to take a long time to undo,

and even then, all that government information and private sector financial information is now in the Kremlin’s hands. The

horse is out of the barn.

And Trump will do nothing. We don’t even have the people in place to lead a response.

Coincidence? Oh, please.

The White Rabbit & Cozy Bear are drinking vodka in the banya, gloating with glee at what they have done.

As for the leadership at $SWI, that’s a thread for another day.
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