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New scam happening in your name @amazonIN.

| had a product delivered today to my home, for which | had placed an order on
Sunday.

Around 1.30 P.M., I received a call from +91 98743 95024 saying Amazon has
selected 10 winners out of the people who have ordered this product

And | can choose between 5 options as a gift (including an iPhone 11 and a Sony LED TV). | knew straight away that this
was a scam but played along.

The scammer then told me that since the cost of the gift | have chosen (iPhone) is quite high, | would need to buy something
else

as well worth INR 5000 or more to ensure that | would not refuse the gift once it was delivered to me (as if you can find
people like that!)

At this point, | was beyond sure that it was a scam but was also intrigued so | played along further.

The scammer then "transferred the

call to a senior" person to guide me with the rest of the process.

The "senior" then asked me for the color of the phone | want and asked me to add both the phone and the item worth INR
5000 to cart. | told him | have done that (I hadn't).

Then the scammer asked me how | would

like to pay. Upon me saying credit card, he said that if | pay by credit card, | would have to "divulge my details". When asked
what details, he dodged that question and said UPI or bank transfer was "easier".

Just to play along, | said let's go ahead with UPI
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| also said the cart both has the iPhone and the other product, so | would be paying the full amount and how then the phone
was a gift? To which the scammer said | would only need to pay for the other product and the phone would be delivered as a
gift free of cost (aren't all

gifts free?)

He then asked me to access Google Pay and proceeded to give me the name, IFSC code and account number to which the
payment was to be made.

At this point, | had lost patience and told him off. He promptly disconnected.

Here are the details of the account on which he was asking payment
Name - Amazon India
IFSC Code - PYTM0123456

Account number - 917469809771

The alarming part here is a that they are collecting money in your name @amazonIN
The even more disturbing part is

that he had my address, down to the pin code.

Either your delivery partners are selling customers data to them, or there is serious breach in your database.

Either way, fix it ASAP.

I have the call recording in case you need it.

One last request, please RT this and inform people, especially your parents if they are not familiar with online shopping.
They are collecting money in your name and someone gullible can easily fall prey.

End of thread.
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