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Twitter Thread by Nafs

Nafs ’

A @NafsSays

I'll touch upon few different types of cyber frauds and few possible ways in which
we can avoid ourselves to be duped of money, time & energy.

Will also attach few real registered FIRs showing that most of the times such
crimes happen with educated & learned people.
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Cyber Fraud type 1 - Facebook/Instagram

Profile cloning -Fraudster will make exact same profile like yours - using pictures from your own profile. They will then
message to your contacts asking for money immediately for the surgery of mother or similar emotional lie
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Always verify before sending money.
Don't verify by calling that person, instead, call a common friend or family member of that person. Don't think you can't be
fooled - | know at least 20 people working in Top IT MNCs becoming victim of this fraud. Lock your FB/Insta.
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First Information contents (WYH AT )

a male person called up my father on his mobile from 6371758854.The caller impersonated as a friend
1n distress due to relatives in hospital and in need of money for a couple of hours. My father Mr PC

1 .(80 years old, Retired senior government officer) asked me and my wife to
transfer the money on paytm account given by caller as 7797568910. We transferred a sum of 1.2 lakh
in various tranches. As later the caller said to my father that the relatives have died and another amount
was needed urgently.(the transactions are in the attached file) later in the evening the caller called my
father to return the money and asked my phone numbers to return the money by sending a QR code on
whatspp from 9813885227 on the pretext of merchant swipe account and asked me to press the
payment button. I did that and another 10000 was transferred to Malati Mahato.(the QR code picture in
the attached file) Then he insisted again to pay, I told him to transfer directly on the UPI id, I shared
that and then asked father to check with his friend and it turned out that the fried had never been to the
hospital ... and we were cheated for a sum of 1.3 Lakh.

Cyber Fraud type 2 -OLX/Quikr

This generally happens while selling something on OLX/Quikr & similar platforms. In such cases, people will fraud in the
name of paying money by asking to scan the QR code or click a link.

NEVER scan the QR code to receive money, give your UPI
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12. First Information contents (WYH JIAT T):

To the SHO Cyber Police Station Sub: fraudulent transaction in the name of purchasing item
from olx Respected sir, I, Paul, resident of

Haryana have given an advertisement in OLX to sell my sofa cum bed for Rs. 6500 on 01.03.2020. On
02.03.2020, I received a call from 9812928226, stating that this person would purchase the sofa. He
will transfer 3000 Rs. through paytm and handover 6500 in cash to me. So he sent a QR code of re 1 as
a test transaction and credited Rs. 2 on my account. Like this he started doing transaction of Rs 2999,
Rs. 6000, Rs. 6000, Rs. 9000, Rs. 9000, Rs. 10000, Rs. 6000, Rs. 5000, Rs. 5000 total of Rs. 49000.
The person always told that the money will get credited but it did not and the entire amount got debited.
The second number from where I received a call was 7988472218. Request you to look into the matter
and urge you to help me in the recovery of the said amount thanking you

Cyber Fraud type 3 - Fake SMS & Call from unknown numbers
Fraudster will send fake SMS showing amount credited to the account - with correct account number in SMS. Then they will
call from unknown numbers asking for money.

ALWAYS check your bank account first via bank app.
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Cyber Fraud type 4- Courier/package frauds

Read the attached FIRs to understand - fraudster will befriend on social media by sharing watsapp number for authenticity.
These numbers are generally foreign numbers because watsapp phone calls can't be recorded.
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12.  First Information contents (WUH FIAT TA):

To The S.H.O. cyber police station Respected sir, [ am. Singh from house
nol4 _ ) (Current Add ) Permanent Add- House no
6 Dlst-Azamgalh- 276204 U.P. Respected sir, A girl (Annabella

more) has send me friend request on facebook after that she has given me her whatsapp number
447935373401 and she started chat with me after one weak I told her that I am going to my home town
because my mother is not well after that she has send few gift and 30000 pound, after 2 day I received a
call from (8796775460) this number and he told me that I have curiar in your name and you have to pay
receiving amount 27999 Rs, and I have payed amount 27999 Rs. A/C no.-10502413000499 Benificiary
Name- Mujahir Beg [FSC Code —ORBC0101050 IMPS ref no.- 005513801999 After that he called me
and told me to pay 65000 more for your 30000 pound(which has sent by girl) after that he told me to
pay and I have payed him 65000 in A/c no.- 0062000100391730 (43000 payed in this A/C no)
Beneficiary Name — Sagar Mohammad zohir IFSC code PUNB0006200 PAN NO.- JIBWPK3998F and
(220000rs payed in this account- A/C no- 10502413000499 Benificiary Name — Mujahir Beg IFSC
code-ORBC0101050 IMPS Reference no-005610868096 After that he told me that you gave to pay
currency conversion amount to RBI 127999 Rs and I payed this amount in this account- 49000 in this
A/ 10 50100330733642 IFSC code HDFC0000043 PAN NO- JEIPK2855A IMPS ref No-
005709883759 and I have payed 49000 in this A/C no 1387101068759 IFSC code CNRB0001387 PAN
no-JEIPK2855A IMPS Ref Cod -005709891102 and I have payed 29999 Rs in this A/C no
-50100339554102 IFSC code HDFC0005956 PAN No-CKIPA9475R IMPS Ref No-005710895099
after that he asked me to pay 379999 Rs income tax amount to pay RBI and I have payed him 140000
RS only in this A/C-0188000108716699 IFSC code-PUNB0018800 PAN No-GAIMI9856A I have
payed this amount by PNB ATM and I have payed him 40000 by PNB ATM and one Lakh by PNB
ATM after that he told me to pay 179999 Rs but I have deney to pay because I do not have to pay they
are using duplicate server name of RBI. So dear sir please help me to get back my money in my account

Cyber Fraud type 5 - Fake insurance policies or online purchase

Please see attached FIRs.
Don't buy an insurance/schemel/bitcoin etc. that is way below the normal rates and always check the email ID & website



twice for authenticity. Any official ID on gmail is MOSTLY FRAUD.
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IFFCO Tokio General Insurance Company and its innocent customers.3. Some unknown persons
impersonating themselves as representatives of IFFCO-TOKIO have been misrepresenting and
inducing unsuspecting persons (both existing customers and customers showing interest in [FFCO
Tokio) to part with their money by taking fictitious insurance policies and misappropriating the
premium received by diverting the deposits into bank accounts not belonging to IFFCO-TOKIO. These
imposters have created and used fake and forged email id “sales@iffcotokio.org.in”, they have forged
letterhead and logo of IFFCO-TOKIO to project authenticity they have redirected the request to their
bank accounts and have received the amount from the customers in order to misappropriate the money,
deceive and cheat the customers and the Company. After receiving the money they stopped responding
to the calls of the innocent customers.

4.Modus operandi adopted by these imposters is that by falsely claiming themselves to be
representatives of IFFCO-Tokio they have contacted existing customers for renewal of their policy at
discounted rates. They also contacted some unsuspecting persons and induced them to buy insurance
policies of IFFCO Tokio at discounted rates. Impersonators have used phone calls and whatsapp
messages to contact and connect with the unsuspecting customers. Imposters have also shared
fabricated quotations having logo and other details purported to be of IFFCO Tokio General Insurance
Company Ltd. The fabricated quotations had account details, over which the customers made payments
through different online payment options.. After receipt of payment into the fictitious accounts,
customers’ phone calls or whatsapp messages were not entertained. It is pertinent to mention here that

Cyber Fraud type 6 - Asking to install app for doing KYC, asking to deposit money for granting loan

Never install any app on anyone's suggestion - fraudster will be able to see all the activity done on mobile including
password.

Visit branch for loans and check in-person.
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Cyber Fraud type 7- Identity Theft
This is most common & most emotionally traumatic for girls. Fraudsters take the pics from social media, use that to morph
into pornography & then blackmail.

Lock your FB/Insta profiles; Add watermark or grey-out pics to use as profile pic
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To, The Commissioner Of Poice, . Subject: Complain Regarding identity theft/Cyber Crime,
Respected Sir, This is regarding a profile that was created on www.seeking .com with the name of

in my name using my photographs. I have never created a profi9le on the website and in fact had
no idea until I started receiving calls from random phone numbers. The caller have been enquiring if I
stay in the society I am currently residing in (i.e. Apartments, Sector — ~ ',
Gurgaon). The different callers have been asking inappropriate and explicit questions. Since, they have
my phone numbers and address I am not feeling safe. A list of phone numbers that I've received call
from has been enclosed. Along with the screenshot of the profile that was created in my name. Also,
attached is the complain made to the website to bring down the profile.Yours sincerely,

If one finds misuse of their pics, they should complaint immediately nearby Cyber cell via both email & physical complaint.
Take screenshots.
Also report complaint on https://t.co/ScaXbENBZz

State-wise email IDs & phone numbers can be found on - https://t.co/kpwiHvxvD9
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Cyber Fraud type 8 - Social networking business fraud

Fraudster will show the dreams to become rich quickly in the name of clicking ads, writing reviews, creating fake profiles for
corporates/political parties on social media etc etc.

GREED = STUPIDITY = PAIN
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Cyber Fraud type 9 - Honey Trap

Read the FIRs attached - thousands of such frauds happening on daily basis but seldom get reported due to guilt & fake

morality.
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Cyber Fraud type 10 - Online matrimony

Most gullible in such type of cases are girls especially widows/divorcees. Common modus operandi is good looks, to pose
as rich NRI or a person with stable earnings

Few articles:

https://t.co/6eMvPJHvXO

https://t.co/607TLkrbkE
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Few tips to avoid Online matrimony frauds:

a)cut-off communication as soon as they ask for money.

b)don't meet secretly

c)keep a third person in loop

d) ask for address & get that verified

e) do video chats, take screenshots and tell them about it - genuine ones will be ok
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12. First Information contents (WYH T TH):

To, SHO Cyber Police Station, . Sir, I am here to register a complain against a
person, Hasseen Chaudhary. Whom I met through Shaadi.com Regarding matrimony. Hasseen.,
approached me through Shaadi.com on 23rd of sep and then he texted me on whatsapp through his UK
number 044-7588757631. After few discussion over whatsapp, we decided to meet and then on 14th
October. This guy texted me asking money to fund his ticket. Hasseen is basically from UK, Leicester
as mentioned in his profile and by him his a civil engineer 6 Y profession and he works for UNDPEN
Allepo Syria on ahumantarian project. He said since his working in Syria, he do not hare access to his
bank account. So he asked me to arrange his international tickets. I helped him with Rs one lac first on
16th Oct and 1.5 lac on 19th Oct. I transferred the amount in 4 different account. After sending the
amount he insisted me to give more money i.e GBP 7000 which is amount 2.5 lac in Indian currency.

https://t.co/dmNZXoNTjD

There are many more ways a person can defraud using internet/phone. Most important aspect is to be vigil all the time, don't
trust easily, don't share personal pics/videos easily and last but not the least - keep greed/lust under control.
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Disclaimer:

1. All the FIR images uses in this thread are real and have been obtained from publicly available police portals.
2. Intent of this thread is not to malign or discredit anyone but to spread awareness.

3. Names & phone numbers of complainants have been removed.
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