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Only 1/ 67 antivirus engines list SUNBURST backdoor as malicious -
SolarWinds.Orion.Core.BusinessLayer.dll https://t.co/taaiUtSJzR #SUNBURST
#UNC2452
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1 @ One engine detected this file
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SolarWinds' digital certificate hasn't been revoked yet.
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Signature Verification

Signed file, valid signature

File Version Information

Copyright Copyright = 1999-2020 SolarWinds Worldwide, LLC. All Rights Reserved.
Product SolarWinds.Orion.Core.BusinessLayer
Description SolarWinds.Orion.Core.BusinessLayer

Original Mame  SolarWinds.Orion.Core.BusinessLayer.dll
Internal Name  SolarWinds.Orion.Core.BusinessLayer.dll

File Version 2019.4.5200.9083
Date signed 08:53 AM 03/24/2020
Signers

Solarwinds Worldwide, LLC

Narme Solarwinds Worldwide, LLC

Status Valid

Issuer Symantec Class 3 SHA254 Code Signing CA

Valid From 12:00 AM 01212020

Valid To 11:59 PM 01/20/2023

Valid Usage Code Signing

Algorithm sha256RSA

Thumbprint 47D92049E4FFF29462460DA1AF355F941EB25360C4

Serial Number OFE973752022A6 06 ADF2A3 6E34 5D COED

Symantec Class 3 SHA254 Code Signing CA

Verisign

The full compromised package is still being hosted online as well m
hxxps://downloads.solarwinds[.Jcom/solarwinds/CatalogResources/Core/2019.4/2019.4.5220.20574/SolarWinds-Core-v2019.4.522(

C & Chrome downloads

Downloads

SolarWinds-Core-v2019.4.5220-Hotfix5.msp




Job class within the backdoored #Sunburst DLL is pretty straight forward and aligns with @FireEye's analysis.
CollectSystemDescription:

DeleteFile

= ¥ DeleteFile(string[]) : void X

DeleteRegistryValue


https://twitter.com/FireEye's
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#UNC2452's DirList is savvy enough to always expand environment variables. Doesn't appear to have any recursion or

depth arguments for Dirwalk'ing.

Assembly Explorer * X GetFileSystemEntries(string[], out string) ... X

4% ) ‘ : i i ing[] args, result)
b Bl Base Type and Interfaces

searchPattern = 2 args[1] : "*"
M Derived Types gs[1]

path = . i (args[e]);
[] value I - (path, searchPattern)
- >();
[] valuez = ( : ies(path, searchPattern)
Name(f)). >();

("\n", value2) + n", value);

Use of token manipulation was underwhelming. Sets process privilege to SeTakeOwnershipPrivilege, SeRestorePrivilege,
and SeShutdownPrivilege.

subKey, owner)
OrionImprovementBusinessLayer. - (key, subKey, owner};

newState =
newState2 =
flag = :
flag2 = 3
privilege = OrionImprovementBusin Fe - (" Ce4NS10uySIKDSFKLME S
privilege2 i np ntBusine Pe - ("COANSCcx095/PSyBqzsgsCCiKL U1PBQA="}:
flag = OrionImprov it - (privilege2, 5 newState);
flag2 = or v nessLayer.N thods. (privilege, 5 newstate2);

{
OrionImprovementBusinessLayer. - (key, subKey, owner);
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{
(flag)

OrionImprovementBusinessLayer.NativeMethods. (privilege2, newState, newState);

FEY

100 % -

Analyzer
by SolarWinds.Qrion.Core BusinessLayer.OrionlmprovementBusinessLayer.MNativeMethods. . OrionlmprovementBusinessLayer.NativeMethods.
P @ SolarWinds.Orion.Core BusinessLayer.OrionlmprovementBusine er.MativeMethods.
4 SolarWinds.Orion.Core BusinessLayer.OrionlmprovementBusine er.NativeMethods.
4 0 Used By
b @  SolarWinds.Orion.Core BusinessLayer.OrionimprovementBusinessLayer.NativeMethods,
P @, SolarWinds.Orion.Core BusinessLayer.OrionlmprovernentBusinessLayer,
b £ Uses

Domainl = https://t.co/BGPAyeprMm
(just like the report said). Thus far all analysis has held up (no real surprise there).
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Assembly Explorer

* X domainl: string

Y

One of the anomalous #SUNBURST DLLs from October 2019 that Microsoft highlighted can be found in the SolarWinds
Coreinstall.msi for 2019.4.5220.20161 -

hxxps://downloads.solarwinds[.Jcom/solarwinds/CatalogResources/Core/2019.4/2019.4.5220.20161/Corelnstaller.msi

File Edit View Favorites Tools Help
H\}' - < .* ‘ x ﬁ File Edit View Favorites Tools Help -
Add  Extract Test Copy Move Delete Info E“}I - 7 I* ‘ x 1L

¥ |ﬁl C\Users\User\Downloads\Corelnstaller.msit,

Add  Extract Test

Copy Move Delete

Info

¥ |J Ch\Users\User\Downloads\Corelnstaller\OrionCore.cabl,

Mame

|| MextStyle MName Size Meodified Attributes  Method
|| Typelib %] SolarWinds.Orion.Core. Alerting MSZip
| Ul Text %] SolarWinds.Orion.Core. Auditin MSZip
|| Upgrade [& SolarWinds.Orion.Core.Busines Elapsed time: 00:00:00 Total size: 1868 K MSZip
| ]! Celumns # SolarWinds.Orion.Core.Busines  Remaining time: 00:00:00 Speed: 114 MB/s MSZip
|_|!_StringData %] SolarWinds.Orion.Core.Certific  Files: 12 Processed: 1868 K Mszip
|| _StringPool |%] SolarWinds.Orion.Core.Collect| Compression ratio: i Compressed size: 632K MSZip
| | ! Tables @/ SolarWinds.Orion.Core Collect| MSZip
|| ! Validation |%] SolarWinds.Orien.Core.Comm| MSZip
L_| Binary.CareCABinary <] SolarWinds.Orion.Core.Comm| i ) i MSZi
[ Binary.JSSELFREG.DLL j SolarWinds.Cion. Core.Comm SolarWinds Orion Core BusinessLayer.dil MSZiE

|| Binary.scrrun.dIl.ECEB3908_DASD_4953_83DE_815839]
|| Binary.vbscript.dIl.ECEB3908_DASD_4953_83DE_81583
|| Binary.VbscriptHelper.ECEB3908_DA3D_4953_83DE_81
|| Binary.WixCA

|| Binary.WixUlWixca

| | Binary.WixUl_Bmp_Banner

|| Binary.WixUl_Bmp_Dialog

|| Binary.WixUl_Bmp_Mew

|| Binary.WixUl_Bmp_Up

| | Binary.WixUl_lco_Exclam

|| Binary.WixUl_lco_Info

| | lcon.Installerlcon

|| lcon.Registration.ico

| | lcon.SupportUrlico

OrionCore.cab

|| OrienCoreMergeModules.cab

|| SolarWinds.Orien.Core.Comm|
|| SolarWinds.Orien.Core.Comm|
|| SolarWinds.Orien.Core.Comm|
|| SolarWinds.Orien.Core.Comm|
|| SolarWinds.Orien.Core.Comm|
|%] Solarwinds.Orion.Core.Data.dll
|%] SolarWinds.Orion.Core.Databa!
|%] Solarwinds.Orion.Core.Depend
@ Solarwinds.Orion.Core.Depend

|%] SelarWinds.Orion.Core.Discovery.dll
|%] SolarWinds.Orion.Core.DiscoveryPlu
@ SolarWinds.Orion.Core.FIPSWizard.c
|%] SolarWinds.Orion.CoreJobEngine.Rd
|%] SelarWinds.Orion.CoreJobEngine.Th

|%] SolarWinds.Orion.CoreJobs.dll

@ SolarWinds.Orion.CoreJobs.dll.confi

Checksum information

MSZip
MSZip

SolarWinds Orion Core BusinessLayer.dil
Size 934232 bytes (512 KiB)
SHA256 A25CADD48D70OFEEANCAA241D55C5241265E6FACCB4054E62D16784640FBES3BC

Name

| | [5]DigitalSignature
|| [5]MsiDigitalSignaturex

|%] SolarWinds.Orion.CoreJobs2.dll
@ SolarWinds.Orion.CoreJobs2.dll.con

Malicious #SUNBURST DLL CE77D116A074DAB7A22A0FD4F2C1AB475F16EEC42E1DED3COB0OAA8211FE858D6 from
May 2020 can be found in Corelnstaller.msi for 2020.2.5320.27438
-hxxps://downloads.solarwinds[.Jcom/solarwinds/CatalogResources/Core/2020.2/2020.2.5320.27438/Corelnstaller.msi



ller.msi

Share View

. Downloads SolarWinds-SUNBURS 2020.2.5320.27438Corelnstaller.msi

Mame . Date modified Type Size

I SolarWinds.Orion.Core.BusinessLayer.dll 5/12/202012:33 AM Application exten... 1,004 KB

B SolarWinds.Orion.Core BusinessLayer.dll...  5/12/2020 12:24 AM Configuration Sou... 22 KB

Checksum information

Mame  SolarWinds.Oron Core BusinessLayer.dil
Size 1028072 bytes (1003 KiB)
SHAZ56 CE77D116A074DABTAZ2ZAOFDAFZC1AB47EF1GEECAZE1DED3COBDALEZ11FESSEDE

selected 0.97 M

Malicious #SUNBUST DLL 019085A76BA7126FFF22770D71BD901C325FC68AC55AA743327984E89F4B0134 from April
2020 can be found in Corelnstaller.msi for 2020.2.5220.27327 -
hxxps://downloads.solarwinds[.Jcom/solarwinds/CatalogResources/Core/2020.2/2020.2.5220.27327/Corelnstaller.msi



Share View

Downloads olarWinds-SUNBURST 020.2.5220.27327Corelnstaller.msi

Mame - Date modified Type Size

E SolarWinds.Orion.( usinessLayer.dll 4 PN Application exten... 1,004 KB

B solarWinds.Orion.Core.BusinessLayer.dll... 4 AM Configuration Sou... 22 KB

Checksum information

Mame  SolarWinds.Oron Core.BusinessLayer dll
Size 1028072 bytes (1003 KiB)
SHAZBE 015085A7EBA7126FFF22770D71BD901C325FCEBACEEAATA3327984E85F4B0134

1s-SUMBURST

selected 0.97 ME |
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