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Wanna disable Defender when enabled Isolated Core and Tamper protection?
Its a bit more trouble- but doable, without ruining Isolated Core/Secureboot etc.

Defenders process will run as a unkillable protected service- so new tricks needed.

Here we go:

Ok- tamper protection is easy, just make .bat - run as adm:

:again

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\WdFilter\Instances\WdFilter Instance" /v altitude /t
REG_SZ/d-1/f

goto again

Then unload minifilter with process hacker:
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%Refresh ¢ Options | #& Find handles or DLLs :—?‘KS}rstem information | O La b 4 |
Processes  Services Metwork Disk  Firewall

Mame AF'ID CPU  I/Ototal ... Private b.. Username

(8| System 4 024 T24kB/s 56 kB NTAUTHORIT

[ System (4) Properties

General Statistics Performance Threads Token Modules  Memory Environment Handles GPL

Options
MName Base address Size  Description
volume.sys Oxfffffans4, .. 44kB  Volume driver
VpCivEp.sys Oxfffffans4. .. 252 kB Virtual PCI VSP Driver
wwifibus.sys Oxffffans4. .. 56 kB Virtual Wireless Bus Driver
wwififit.sys Oxffffans4... 104 kB  Virtual WiFi Filter Driver
wwifimp.sys Oxfffffanssa. .. 7a kB Virtual WiFi Miniport Driver
Wanarp.sys Oxfffffansa., .. 116 kB M5 Remote Access and Routing ARP Driver
watchdog.sys Oxfffffans4. .. 108 kB Watchdog Driver
wifs.sys Oxffffans3. .. 216 kB  Windows Container Isolation FS Filter Driver
Wdfl1000.sys Oxfffffans4, .. 2834kB Kernel Made Driver Framewark Runtime
WdFilter.sys Oxfffffans4. .. 432 kB (PEcmnn: b b Bl Bl s
WDFLDR.,5YS OxFFAFFE053. . 80 kB Unload Del
::L;?:;Sﬂs Ei%g :: IIDEEBTE Open file location Ctrl+Enter
wiplwfs.sys OxfFFE054. .. 192 kB Properties
win3zk.sys Oxffffadsa. .. 630 kB
win32kbase.sys Oxffffadsa. .. 2.9 MB Capy ElinE
win32kfull.sys OuffffodSa...  3.66MB Copy "Size"
WindowsTruste...  Oxfffff8054... 92 kB
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WindowsTruste...  Oxfffff3054... 44 kB
winhvr.sys Oxffffans4... 140 kB Windows Hypervisor Root Interface Driver
winnat.sys Oxfffffanssa. .. 284 kB  Windows MAT Driver
WinlUSB.S5YS Oxffffanss... 128 kB Windows WinUSE Class Driver
Wmigacpi, sys Oxfffffans4. .. 43 kB  Windows Management Interface for ACPI
WMILIB.SYS Oxffffans3. .. 43 kB  WMILIE WMI support library Dl

The registry key will be changed while the minifilter do not protect it, when tamper protection makes the driver load again it
cannot attach to volumes nor protect registry keys.

Removing it will make it recreate, but invalid altitude do the trick

Notice now the service is: Protected light(antimalware)
Now we cant do anything to the service/process- not even see its open handles.



[ tshipEng.exe {4872) Properties

General Statistics  Performance  Threads Token Modules Memory Environment Handles Services GPU

File

T Ankimalware Service Executable

= (Verified) Microsoft Windows Publisher

“ersion: 4,18.2011.6 (WinBuild, 160101,0200)

Image file name (Win3z):

: C\ProgramDatalMicrosoft\Windows Defender\Platform'4. 18,201 1.6-0\MsMpEng exe

Disk and Metwork

Comment  Windows

4

5

Image file name:
\Device\Harddiskiol WProgrambataiiicrosoft\windows DefenderiPlatformd, 18.2011.6-0\MsMpEng. exe 5]
Process
Command line: | “C:\ProgrambData\Microsoft|Windows Defender'iplatform|4, 15.2011.6-0\MsMpEng, exe”
Current directory: | A
Started: [ 37 mirutes and 27 seconds ago (13.44,03 29]12/2020)
Parent console: | services.exe (972) | tmage type: sa-tit
Parent process: | services.exe (972)

Mitigation policies: | N/A

‘ Details

Protection: Light (Antimalware)

Permissions Terminate

Close

Lets start by elevating to SYSTEM:- just launch a command prompt, then close process hacker- and run it again from the

command prompt.
Now process hacker runs as SYSTEM

1% Process Hacker [MT AUTHORITYSYSTER]

Hacker  Wiew Tools  Users Help

Run... Ctrl+R  Ls 8% Systern information
Fun as.. Ctrl +Ehift+R
o Chrl+ S CPU I D total L. Private b
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(8] winlogan.exe B0 2,76 ME
C3FssExe <
CPU usage: 12,68%  Physical memone 5,46 GB (35,38%)  Free memones 9,97 GBE (B4
™ Run A x
Enter the command to start as the specified user,
Program: | cmd e

ser name: | MT AUTHORITYYSYSTEM

Password:

Session I 1: Console (1ONASPC\jonas)

Deskkap: WinStalDefault
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o | Type: | Service

[ ] Toggle elevation

[] create suspended

Cancel
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Find the services process again- select the token tab.

Right click and disable the two groups:

WinDefend
Administrators
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Hacker Miew Tools  Users Help
&% Refresh 52 Options | &8 Find handles or DLLs =4 Systern information | [ gl ¥ G
Processes  Services Metwork Disk  Firewal
Marne AF'ID CPU /O total ...  Private b..  Username Description
[5=] MskApEng.exe 4572 169,96 kB NTAUTHORITYSYSTEM  Antirnalnare Service Executable
(8] bshApEngCP. exe 4838 125,33 MB  NTAUTHORITY,SYETER  Antirnalusare Service Executab...
[®=] MshdpEng.exe (4872 Properties - O >
Disk. and Metwark, Comrment Windows
General Statistics Performance Threads Token Maodules Mernory: Environment Handles Services aPU
User: MT AUTHORITYSYSTEM
ser SI0: - 5-1-5-18
Session: 0 Elevated: MNiA Yirtualized: Mot allowed
Marne Status Descripkion SID "
SeChangehlakifyPrivileae Enabled Bypass traverse checking
SelmpersonatePrivilege Enabled Impersonate a client after adt. ..
Groups ~
Everyone Enabled Mandatory 3-1-1-0
BUILTIMUsers Enabled Mandatory 3-1-5-32-545
NT AUTHORITYSERNICE Enabled Mandatory 5-1-5-6
COMSOLE LOGOM Enabled Mandatory 3-1-2-1
MWT AUTHORITYYAuthenticated Users Enabled Mandatory 3-1-5-11
NT AUTHORITY This Crganization Enabled Mandatory 3-1-5-15
MWT AUTHORITYILogonSessionId_0_282925 Enabled Logon Id, Mandatory, Owner 3-1-5-5-0-282923
LOCAL Enabled Mandatory 3-1-2-0
MT SERNMICE)WinDefend Disabled {madif...  Cwner 3-1-5-80-1913...
BUILTIMYAdrminiskrators Disabled {modif... Cwner 5-1-5-32-544
Mandatory Label\Svstem Mandatory Level Integrity 3-1-16-16354 .
Default token | | Permissions Integrity Advanced
Close
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Now defender no more constant opens files- it dosnt do anything actually....

If you wanna permanently disable it its easy enough now there is no protection on its files.

If you mklink MsMpLics.dll:q nul it will not run on restart- but you loose the isolated core status :S

But secure boot and core isolation is still running fine
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| am surprised that the protected services tokens are not protected.... that seems like bad design...



It also means we can impersonate them- here | impersonate SecureSystem:

(B Select Administrator: CAWIND OWS\SYSTEMI Permd.exe
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