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THREAD: I'm looking at a Huawei P20 from China, let see what can | found

The 1st app | reversed is an app called Decision

Look at the name of the files contains in the assets folder:
- airport_china.txt

- city_china.txt

- cityinfo.db

- parkinglot_china.txt

- railwayinfo.db

- traininfo.db

- trainstation.db

Interesting, no?
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. airport_china.txt

. city_china.txt

B cityinfo.db

B drools.packagebuilder.conf
® drools.rulebase.conf

. javaFunction.mvel

. parkinglot_china.txt

B plugins.conf
. railwayinfo.db
Bl rules

. traininfo.db
B trainstation.db

For example, the trainstation database contains:

- address

- hame

- latitude

- longitude

- City

stationld address name latitude longitude city
1 BRTERREDAEXSTHRS (oA 45550814 126.996564 [AAGE™M  ("address":"EARSTERFETAERSTRE
2 AR BEREEEIU/RASMEE B AR 28 [GEbab 50.580182 123.730512 {"address":"WE & BiaXFEURRABEERE
3 AIE B A RIS DURAR T i fe i L [yl 51.688821 121.879528 #RiAH {"address":" NEl# B8 XIFE N RIBE T L
4 BT E AR T B3 FIAMR IS 52.86145  123.162635 {"address":" B15;T # A MBI R T B35
5 RETHRATHREHE 9ny ) 46.402478 125.32266 AT {"address":" BRI ERIATEBHE", "longituc
6 EBRTHAETRRM BRI 45,0524  127.067871 AEH {"address":" BT H A EHRREA", "longitu
7 REIEFTFRATRSRERER23S B &R 47162148 123.814617 FFFFISMRTH ("address":"BEIETFFIERT S BEEEE
8 WETHEBET/\EmBm J\EiEs 4492663 130.541867 iBigT {"address":" RBTIEIBET/\EER", "longil
9 ARMBBEFRATEHRNEHKER Bl 48.315174 122.333892 HFRA™M ("address":"MRETBRERIREHEHEADBH
10 BRIdBRRRTEERAER BHER 46.371251 127.003721 [MAAGR™  ("address":"BAIEBARTIFZREER"
1 BETEHOERMS ZHH ki 45027713 129.979522 {"address";" BT EHOBEM S EFA","l
12 BRTHBNTEILESREHAREABEN RRETS 47.430318  130.522742 i {"address":" BT EEB R HEILE R REHEN
13 BATHEILRT B[R4 48.235688 126.512368 dJt&h ("address":" AT ELZ™", "longitude":12¢
14 BRETEAEHYHETNR EiElis 45171142  126.998595 HAETH {"address":" 25T & R EHHIETM", "longit
16 BT L HRENE S £89) 105 46.787457 131.003417 EGILT  ("address":"RATIEMEILTHRENZS" "I
16 BRIERRETEIMNRIIEH28S RIS 45.775869 126.655948 [ISAUR™M  ("address":"RIEIEISRRHEINRITHE2
17 REIEPFBHAESAIEe4S I 46.755934  130.559839 {"address":" RIS T & 2hF B FEH LI BE 84
18 ARG BRRFRATERERAETERER ERE 48754412 121918525 HRAE™H ('address""AREBEREFREHIERERS
19 BETESHRTEHN L 44767355 129.686489 BT {"address":" BETEFHTHEAM", "longitu
20 BRTESHT TS 44.467028 128.934858 3§tk {"address":" BT &FMT", "longitude”:12¢
21 REIARTHHRERBENR =% 49141681 127.238722 Rl {"address":" BRI E BIHHIBRBER","I
22 BRTEPETEZXRIAHR BEALS 4697526  120.489985 {RHTH {"address":" BT EPEHEZXKMBE","|

In the manifest of this application, there is a GeoReceiver



GeoReceiver

public void

if (intent

String st

(! TextUti
Object
£ [

nt(fenceIdByUUID) );

I'm a stupid security researcher. For the moment, the keywords are: train, airport, city, geo fence... Do you see where we are
going?

In the data folder, there is a file called CalcMain. Here some of the methods of this class:
- callGetBusTime

- callGetTaxiTime

- isTrafficBusy

- callGetHomeCity

- callHasHotelTicket

- callGetAirportMultiPoi

- callHasGroupBuyingTicket



calllsServiceTimeConflict(): boolean
calllsServiceTimeConflict(Object...): Object
calllsPoiAtHome(): boolean
calllsPoiAtHomeAtGeoPoint(GeoPoint): boolean
calllsPoiAtCompanyAtGeoPoint(GeoPoint): boolean
calllsPoiAtWorkPlace(): boolean
calllsPoiAtFamiliarPlace(): double
calllsPoiAtFamiliarPlace(Object...): Object
calllsWalkingMode(Object...): Object
calllsStillMode(Object...): Object
callinTime(double, double): boolean
callinTime(Date, double, double): boolean
callinTime(Calendar, double, double): boolean
callGetBusTime(Object...): double
callGetBusTime(GeoPoint, GeoPoint): double
callGetTaxiTime(GeoPoint, GeoPoint): double
callGetTaxiTime(Object...): Object
isTrafficBusy(): boolean

Nice data types haha



DataTypes {

String TYPE_ACTION =

1L String TYPE_CALENDAR =

L String TYPE_CONCERNED_PLANE
String TYPE_CONCERNED_TRAIN
String TYPE_DAILY_SCHEDULE =

L String TYPE_EXPRESS_CABINET =

L String TYPE_EXPRESS_TICKET =
String TYPE_FLIGHT_TICKET =
String TYPE_GROUP_BUYING_SUGGESTION =

1L String TYPE_GROUP_BUYING_TICKET =

L String TYPE_HOTEL_TICKET =
String TYPE_MOVIE_TICKET
String TYPE_MY_DEVICES =

L String TYPE_PUBLIC =

L String TYPE_THIRD_CALL_TAXI =
String TYPE_TRAIN_TICKET =

To be clear, this app is composed of 3 background services and 2 services. There is NO Ul in this app.

Please be nice "DO NOT KILL ME >_<"

onDestroy() {
(com.huawei.decision.c.a) {
f.al

.oﬁDestroy()
(! e) {

f.ct

Intent intent = new Intent()

intent.setClass( 5, RuleExecutorService.
startService(intent)

This is the kind of function that | love to find



a() {

String a
Log.i(
("1".equals(a)) {

This app doesn't seems to send the data BUT they communicate with another service called HiActionService which is
coming from an Huawei app called HiAction

sta | a(Context context) {
(context == null || I= null) {
f.b(e

}
flb(
Intent intent = new Intent(

intent.setPackage( ):

{

f.a(a, + context.bindService(intent
} catch (Throwable e) {

f.b(a, e.getMessage(), e)

,

The previous screenshot is from the class called ActionCommonUtil. We can easily that Decision is sending all his events to
this service through the methods in this class.

*say
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